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nning crean la distribucion
000 desde cero (LFS).

en un nucleo GNU/Linux 2.4.
2005 se lanza una version alpha 3.0
nlcleo 2.6.

ginas web, dos fines.


http://www.smoothwall.org/
http://www.smoothwall.net/

para plataforma 1386.
algunos SATA.
mediante RDSI, ADSL y Ethernet.

basada en proyectos de Software Libre (SL).

0 de paquetes y NAT con Netfilter (iptables).
acil de Instalar.
s Seguridad de acceso.

s Actualizable facilmente desde interfaz web.
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=128 MB RAM.
s 1 GB.
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dhcpd IAsighacion dinamica de direcciones IP.

— ; -
dnsmasq ctualizacion de Ia.II?deI _se,rV|§10r en u
proveedor de dominios dinamicos.
ezipupdate ache de servidor de nombres de Internet.

NetFilter (iptables) [Traduccion de direcciones IP.

NetFilter (iptables) |Filtrado de Paquetes de Red.

Apache IServicio Web.

Apache IServicio Web Seguro.
Web Proxy Squid IProxy Web.
ISSH sshd JAcceso remoto seguro.
IDS Snort IDetector de Intrusos

VPN FreeSIWAN  |Redes Privadas Virtuales.




The CDROM image is published by and is the Copyright of the SmoothHall
Open Source Team, and of the original authors of itz component parts.
UVizit smoothwall.org-team on the web for the list of contributors.

HARHING?!?
= The installation process will delete all existing partitions and data =
Ed on the PC on which SmoothMall is installed. Do not continue the =
= installation if there is data on the hard disk you wish to retaint =

Please al=zo be aware that upon successful install, your SmoothHall install
will return benign and anonymous system information (CPU type, speed, RAM,
HD =size, NIC/comnection type [modem~ ISDN-ASDL-etcl) to our servers for
statistics aggregation, the results of which will be published at
smoothwall.org-/about/statistics.html Opt-out info i= also on that page

Heep updated with the latest software updates and news at smoothuwall.org
ontribute to the community site at community.smoothwall.org

— Press RETURN to continue the install of SmoothHall Express -
hoot @ _

ONn. Primera Fase.

Al arrancar desde el CD
de Smoothwall,
aparecera la siguiente
pantalla en la que
presionaremos “Intro”.



sMoothlall Express 2.8 —— http:/ smoothwall.org~s

| Select installation media |

Srmoothlall Express can be installed from multiple
zources. The =simplest i=s to use the HMachines

CDROHM driwve. If the computer lacks a driwve, you
May install wia another Machine on the LAN which
has the installation files awvailable wia HTTP.

HTTP

{Tab>-<Alt-Tab> between elements i <3pace’ selects

ONn. Primera Fase.

Elegiremos la
Instalacion de CD.
Aungue si la version
del CD es antigua sera
conveniente la
Instalacion desde el
sitio de Smoothwall
(HTTP) para instalar
la ultima version.



ONn. Primera Fase.

smoothHall Express 2.8 —— hitp:~“smoothwall.org~

Srmoothllall Express 2.8

El instalador de
Smoothwall nos
indicara los discos
donde

realizaremos la
| 0k | Iiiiiiiil ) .,
- Instalacion.

The installation program wWill
nod prepare the IDE harddisk
on “devwshda. First the disk
Will be partitioned, and then
the partitions will have a
filesystem put on them.

{Tab><Alt-Tab> between elements i <3pace> selects



sMoothHall Express 2.8 —— http:/ smoothwall.org~s

| Configure networking

You should now configure networking by first loading the
correct driver for the GREEN interface. You can do this
by either auto-probing for a network card, or by choosing
the correct driver from a list. Mote that if vou have
more then one network card installed, vou Will be able to
configure the others later on in the installation. Also
note that if you have more then one card which is the
zame type as GREEN and each card requires special module
paraMeters, you zhould enter parameters for all cards of
this type such that all cards can become active uwhen you
configure the GREEN interface.

{Tab>-<Alt-Tab> between elements i <3pace’ selects

ON. Primera Fase.

En este dialogo el
Instalador nos ofrece
la posibilidad de
buscar o seleccionar
la tarjeta de red que
sera la interfaz de la
Zona Verde.



ON. Primera Fase.

sMoothlall Express 2.8 —— http:/ smoothwall.org~s

Srmoothlall Express 2.8

setup has detected a AHMD PCnet3?2
and AMD PCnetPCI. Do you wizh to
uze this card, or =kip over and
look for an alternative?

Este mensaje nos indica
que se ha detectado

correctamente una tarjet
Skip
de red.

{Tab>-<Alt-Tab> between elements i <3pace’ selects



sMoothlall Express 2.8 —— http:/ smoothwall.org~s

GREEN interface.

IP address:
Network mask:

| GREEN interface |

Enter the IP address information for the

{Tab>-<Alt-Tab> between elements i <3pace’ selects

ONn. Primera Fase

Configuramos la
tarjeta detectada con
los datos de la Zona
Verde.



sMoothlall Express 2.8 —— http:/ smoothwall.org~s

| Congratulations?t |

Smoothlall Express was successfully installed. Please remove any
floppy disks or CDROM= in the computer. Setup will now run where
vou may configure ISDH, network cards, and the system passWords.
After Setup has been completed, ypou should point your web
browser at http:/“smoothwall:B1 or http=s:/s=z=Hoothuall 441 (or
whatever you name your Smoothlall Express), and configure dialup
networking (if required) and rerote accesz. Rererber to zet a
password for the SmoothHall Express 'dial’ user, if you wWwish non
Smoothlall Express 'admin’ users to be able to control the link.

{Tab>-<Alt-Tab> between elements i <3pace’ selects

ONn. Primera Fase.

Hemos terminado la
primera fase de la
Instalacion. Se nos
da informacion de
los pasos a seqguir.
Retiramos el CD y
reiniciamos.



. Segunda Fase.

sMoothlall Express 2.8 —— http:/ smoothwall.org~s

SmoothHall Express 2.8 | Al reiniciar, tenemos
la posibilidad de
restaurar la
configuracion desde
un disquete. Veremos
esta opcion en la parte
de “Administracion”.

Do you want to restore the configuration for this Smoothlall
Expreszs froMm a prewvious installation wusing a backup floppy
disk? If you select 'Yes’', the areas which Wwere restored
from the backup Will be automatically configured and wWwill
not be displayed to you.

{Tab>-<Alt-Tab> between elements i <3pace’ selects



. Segunda Fase.

sMoothlall Express 2.8 —— http:/ smoothwall.org~s

| Keyboard mapping |

Choose the type of keyboard you are using
from the lizt below.

eMacs?

es—cpdbd

et
et-nodeadkeys
fi

Elegimos el teclado.

+

{Tab>-<Alt-Tab> between elements i <3pace’ selects



sMoothlall Express 2.8 —— http:/ smoothwall.org~s

Hostname |

Enter the machine’'s hostname.

ismMoothie

<Tab>7<Alt-Tab> between elements

{3pace> selects

. Segunda Fase.

En esta pantalla
Introduciremos el
nombre que le
queremos dar a la
maquina donde
estamos instalando
Smoothwall.



sMoothHall Express 2. —— http:/ smoothwall.org~s

| Heb proxy

Lhen reque=sting the Update list, SHoothhllall Express must
connect to a webserver. 3ome I3Ps will block this direct
traffic, and instead they Will require Smoothlall Express
to acces=s this server indirectly, wia a web proxy. If vour
ISP requires you to connect this way, please enter the web
proxy Hostname and Port. Most ISP= do not require you to
connect through a web proxy, in which case you zhould leawve
these settings blank. Hote that this setting has nothing to
do With Snoothlall Express’ built in proxy serwvice.

Hostname :
Port:

{Tab>-<Alt-Tab> between elements i <3pace’ selects

. Segunda Fase.

Si nuestro ISP nos
obliga a usar un
proxy para el trafico
Web,
Introduciremos sus
datos en esta
pantalla.



. Segunda Fase.

sMoothHall Express 2. —— http:/ smoothwall.org~s
| ISDN configuration mMenu

ISON i= currently Dizahled.

Comienza la
configuracion de la
Zona roja. Si nos
conectamos a
Internet usand
RDSI,
Introduciremos los

datos en ext

pantalla.

Protocol: UNSET
Card: UNSET
Local phone number: UNSET

Select the item you wish to reconfigure, or
choose to use the current settings.

Protocol/Country
Set additional module parameters
ISON card

Local phone number (MSH-ERZ)

{Tab>-<Alt-Tab> between elements i <3pace’ selects



. Segunda Fase.

sMoothlall Express 2.8 —— http:/ smoothwall.org~s

| ADSL configuration

ADSL is currently: Disabled

Device type: UHSET
UPI: UNSET UCI: UNSET

Si usamos ADSL,
Introduciremos los
datos en esta
pantalla.

3elect the item you mish to reconfigure, or
choosze to usze the current settings.

Nevice type
Other =settings

Enable ADSL Dizsabhle ADSL

{Tab>-<Alt-Tab> between elements i <3pace’ selects



. Segunda Fase.

sMoothlall Express 2.8 —— http:/ smoothwall.org~s

En este mend podemos
modificar la
configuracion de
Smoothwall en cuanto
a:

Network configuration menu |
Current config: GREEN (RED is modemsISDH)

etwork configuration type
Drivers and card assignments
Addre=s=z =settings
DHS and Gateway zettings

= Tarjetas de red.

s Direcciones.
s DNS.

{Tab>-<Alt-Tab> between elements i <3pace’ selects



sMoothHall Express 2.8 —— http:/ smoothwall.org~s

Express.

those interfaces wWwhich have ethernet attached. If
you change this setting, a network restart will
be required, and you Will have to reconfigure the

network

Select the network configuration for Smoothllall

| Network configuration type |

The following configuration types list

driver assignHents.

GREEN (RED is mMmodem~ISIN)

GREEN + ORANGE (RED is mModem~ISDN)
REEN + RED

GREEN + ORANGE + RED

{Tab>-<Alt-Tab> between elements i <3pace’ selects

. Segunda Fase.

En la primera opcion,
elegimos la
configuracion de
Smootwall
dependiendo de nuestra
red. En este caso
elegimos la
configuracion mas
basica, tipica en un
hogar o pequenia oficina



. Segunda Fase.

sMoothlall Express 2.8 —— http:/ smoothwall.org~s

| Address settings |

3elect the interface you Wish to reconfigure.

Durante el proceso de
Instalacion podemos, en
todo momento,
reconfigurar las tarjetas
de red de cada zona.

{Tab>-<Alt-Tab> between elements i <3pace’ selects



. Segunda Fase.

sMoothlall Express 2.8 —— http:/ smoothwall.org~s

{ DN5 and Gateway settings |

Enter the DHS and gateway information. These
zettings are used only if DHCP iz di=zabled on
the RED interface.

Primary DHNS:
Secondary DHS:
Default Gateway:

La configuracion de
DNS se hace de forma
similar que en cualquier
otro sistema.

{Tab>-<Alt-Tab> between elements i <3pace’ selects



. Segunda Fase.

sMoothlall Express 2.8 —— http:/ smoothwall.org~s
| DHCP server configuration

Configure the DHCP server by entering the settings
information.

Start address:

192.166.48. 16848

Configuracion del

End address: 192.168.8.288__ iy

Primary DNS: 192.168.8.1_______ servicio DHCP
Secondary DHS:

Default lease (mHins): GH (

Max lease (Mins): 128 Aunque eStO IO

DoMain nave suffix:

podemos hacer luego

usando el interfaz web).

{Tab>-<Alt-Tab> between elements i <3pace’ selects



. Segunda Fase.

sMoothlall Express 2.8 —— http:/ smoothwall.org~s

Introducimos las claves
de los dos usuarios de
la interfaz web:

smoothlall Express 2.8 |

Enter the ’'root’ user password. Login as this
uzer for comMandline access.

ikl s admin.

Y del administrador del

sistema: 'root'.

{Tab>-<Alt-Tab> between elements i <3pace’ selects



egunda Fase.

SvoothHall Express 2.8 —— http:/“smoothwall.org”

smoothlall Express 2Z2.H

Setup i=s complete. Press 0k to reboot.

{Tab>~<{Alt-Tab> between elenents i <Space> selects

Hemos terminado. Podemos reiniciar y acceder a las URL.:
a http://direccionipsmoothwall:81

s https://direccionipsmoothwall:441

para administrar nuestro host.



Ilmente desde su interfaz web,
quina en la zona verde.

connection status = .

control about your smoothie services networking vpn logs tools maintenance
| credits

shutdown | help
H

Welcome to SmoothWall Express 2.0

This is your gateway to configuring and administering your
smoothWall firewall. Please make sure you read the
Administration Guide before reconfiguring your SmoothWall — the
guide is available with our other documentation from our
website.

i

8:39pmup 7:07, 1 user, load average: 0.08, 0.04, 0.01

Produced in association with U.S.Robotics {1 1]
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Connection to 192.168.0.1 closed.

user@lunar$ ssh -p 222 root@l92.168.0.1
root@l92.168.0.1"'s password:
Last login: Thu Mar 16 21:54:51 2006 from kelai
root@smoothie$ 1s -1 /

bin/

boot/

core

dev/

ete/f

halt

home /

lib/

lost+found/

mnt,/

poweroff

proc/

root/

shin/

tmp/

usr/

var/

rootl@smoothie$ smoothiedeath

Broadcast message from root (Thu Mar 16 21:55:28 2006):

|The system is going down for system halt NOW!

|root@smoothie$ Connection to 192.168.0.1 closed by remote host.
. |Connection to 192.168.0.1 closed.

Juser@lunars |

Aungue es posible hacerla
mediante un cliente SSH.
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About Your SmoothWall

Active service status of your Smoothie.

Services:
Logging server
DNS proxy server
Web proxy
Secure shell server
Intrusion Detection System
CRON server

VPN

do.

connection status = .

control ﬂnutﬂurm&ﬂﬂlﬁl services natwnrking vpn Ings tools maintenance

ﬂmt:tn&m ‘[ elp

RUNNING
'RUNNING
RUNNING
'RUNNING
RUNNING
" RUNNING
RUNNING
'RUNNING
RUNNING

Produced in association with | " ne | [aaauey rulitsu
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connection status » .

maintenance

control services networking vpn logs tools

Traffic Graphs

Statistical graphs based upon traffic usage across your SmoothWall's network interfaces.

MNetwork traffic graphs:
last updated Thu Mar 16 21:35:02 2006
with data to Thu Mar 16 21:35:02 2006

Summary network traffic graphs:

traffic on green interface over the last day
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O cutgoing Max! 125.2 k  avg: 31.2 k  Current! 125 2 khytes/fsec

click for detailed graphs for the green interface »

traffic on red interface over the last day
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click for detailed graphs for the red interface »
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0.

connection status = .

control about your smoothie services networking vpn logs tools maintenance

| web proxy | firewall | intrusion detection system
shutdown | help
E

Log Viewer
Check activity logs for services operating on your SmoothWall, such as DHCP, IPSec, updates and core
kernel activity

Settings:

Section: HSmoothWalI v|Month: HMarch - | Day: Hlﬁ v‘ |Update H Export|

17:94:02 smoothwall Dynamic DNS ip-update for elchema.dynalias.org: success
17:84:03 smoothwall Dynamic DNS ip-update for bolita.dynalias.org: success
17:84:11 smoothwall Dyanmic DN5S ip-update: your IP is already up-to-date
17:04:35 smoothwall SmoothWall started.

158:59:08 smoothwall Dyanmic DNS ip-update: your IP is already up-to-date
18:59:09 smoothwall Dyanmic DMS ip-update: your IP is already up-to-date
18:59:30 smoothwall SmoothWall started.

19:23:03 smoothwall DHCP server enabled. Restarting.

21:43:46 smoothwall Forwarding rule removed; restarting forwarder
21:43:53 smoothwall Forwarding rule added; restarting forwarder

21:45:30 smoothwall DMZ pinhole rule added; restarting DMZ pinhole
21:46:12 smoothwall DMZ pinhole rule removed; restarting DMZ pinhole
21:46:17 smoothwall DMZ pinhole rule added; restarting DMZ pinhole
21:46:17 smoothwall DMZ pinhole rule added; restarting DMZ pinhole
21:46:25 smoothwall DMZ pinhole rule remowved; restarting DMZ pinhole
21:47:36 smoothwall IP block rule added.

21:47:42 smoothwall IP block rule remaoved.

21:47:49 smoothwall IP block rule added.

Older Newer

Produced in association with FujiTsu
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0.

connection status » .

control about your smoothie services networking vpn logs tools maintenance
other | web proxy | intrusion detection system
shutdown | help
E
Firewall Log Viewer
Check logs for attempted access to your network from outside hosts. Connections listed here have
been blocked.
Settings:
Month: HMa rch Day: 16 ~ ‘ Update H Export ‘
Firewall log:

Time In Out Proto Source Src Port Destination Dst Port
17:08:20 ethl - LDP [T 150.104.49.135 31260 [  B82.159.47.237 1026
17:12:31 ethl = TCP [ 209.35112.226 47437 [ 82159.47.237 BO(HTTP)
17:14:22 ethl = TCP I 24.17.5.75 3575 [ 82.159.47.237 6346
17:14:25 ethl = TCP [] 24.17.5.75 3575 [ 82159.47.237 6346
17:16:16 ethl = UDP I 135.125.60.33 0 [ 82.159.47.237 1026
17:16:55 ethl = UDP [l 203185.110.120 0 [T 82159.47.237 1025
17:16:55 ethl = UDP [T 203185.110.120 0 [ 82.159.47.237 1026
17:17:10 ethl = UDP [] 77.113.44.209 31260 [T 82159.47.237 1026
17:25:41 ethl = TCP I 222731272 6000 I 82.159.47.237 8080
17:36:02 ethl = UDP [ 204.16.208.113 35175 [ 82159.47.237 1026
17:36:02 ethl = LUDP [T 204.16.208.113 35175 [ 82.159.47.237 1027
17:39:20 ethl - TCP [ 82.36.227.145 1613 [ 82159.47.237 4899
17:40:54 ethl = UDP [T 204.16.208.114 34620 [ 82.159.47.237 1027
17:40:54 ethl = LDP [ 204.16.208.114 34620 [ 82159.47.237 1026
17:42:15 ethl = UDP I 27.204.72135 31260 [ 82.159.47.237 1026
17:49:21 ethl = UDP [ 204.16.208.103 44471 [ B2159.47.237 1026



about your sm

DHCP

. netw

connection status » .

tools maintenance
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Configure and enable your SmoothWall's DHCP service, to automatically allocate LAN IP addresses to

your network clients.

DHCP:

192.168.0.100

Start address:

End address: 1192.168.0.220

Secondary DNS: |

Secondary WINS: |

Primary DNS: 192.168.0.1
Primary WINS: |

Default lease time

(mins): |6[]

Max lease time (mins): |12U

Domain name suffix: % |

% This field may be blank.

Enabled: ¥

Add a new static assignment:

Description: | MAC address: |
IP address: | Add
Current static assignments:
Description MAC address IP address Mark

Remove

Note:

Save

Produced in association with |~ ".aé TSy

express 2.0 fixes8 ui-3.6.1
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oxy Web.

connection status = .

networking vpn

T e e e

_ Web Proxy
@ Configure and enable your SmoothWall's integrated caching web proxy service.
Web proxy:
Cache size (MB): 500 Remote proxy: % |
Remote proxy | Remote proxy |
username: password:

Max object size (KB): (4096 Min object size (KB): |0
Max outgoing size Max incoming size
(KB): 0 e 0

Transparent: { | Enabled: E3

#* These fields may be blank.

Save Save and clear cache

Produced in association with | ".net FuUjiTsy

express 2.0 fixesB ui-3.6.1 & 2000 - 2003 The SmoothWall Team
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NS

connection status » '

control about your smoothie  services networking vpn logs tools maintenance

web proxy | dhecp | | intrusion detection system | remote access | time
shutdown | help
Ed

Dynamic DNS
Especially suited when your ISP assigned you a different IP address every time you connect, you can
configure your SmoothWall to manage and update your dynamic DNS names from several popular

services.
Service: ||d hs.org - Behind a proxy: [ Enable wildcards: [
Hostname:% | Domain: |
Username: | Password: |
Enabled: ¥ Add

% Hostname is not necessary for dyndns.orgicustom) service,

Current hosts:
Service Hostname Domain Proxy Wildcards Enabled Mark

dyndns mismooth dynalias.org X X vy []

‘ Force update

Produced in association with U.S.Robotics {311 1]
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connection statuz » -

control about your smoothie services  networking vpn logs tools maintenance
| external service access | dmzpinholes | ppp settings | ip block | advanced
shutdown | help
E
= Port Forwarding
0 . Forward ports from your external IP address to ports on machines inside your LAN or DMZ.

Add a new rule:

External

source

IP, or Source * —
TErETh | port or | E?Etmatlon Desttlgatlon

(blank range: ' part:

for

"ALL"):

TCP = Enabled: ¥ Add

% If blank, then the source port will be used as the destination port.

Current rules:

Proto External source IP Source port Destination IP Destination port Enabled Mark
TCP ALL 25 192.168.0.2 25 x []
TCP ALL 4662 192.168.0.2 4662 b 4 I
ubp ALL 4672 192.168.0.2 4672 X |:|. :
TCP ALL 80 192.168.0.2 80 v [

Produced in association with FUjiTsU
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connection status = .

maintenance

about your smoothie services vpn logs tools

control

dmz pinholes

M DMZ Pinholes
Q g Enable access from a host on your DMZ to a port on a host on your LAN.

Add a new rule:

SOUrce Destination Destination
TCP =], IP: port:

Enabled: B¢ Add

Current ruler

Source IP Destination IP Destination port Enabled

_——___

Produced in association with U5 Robotics JE1/ 15T
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egos.

connection status = '

control about your smoothie services = networking vpn logs tools maintenance

port forwarding | external service access | dmzpinholes | ppp settings | | advanced
shutdown | help
Ed

- IP block configuration
0 w Add blocking rules to prevent access from specified IP addresses or networks.,

Add a new rule:

Source IP or network: (s Drop packet [ Reject packet Log: [
Enabled: X
Current rules:
Source IP Action Log Enabled Mark
80.25.63.86 DROP v [

v

Produced in association with FujiTsy
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teccion

connection status » .

control about your smoothie | services networking vpn logs tools maintenance

web proxy | dhcp | dynamic dns | | remote access | time
shutdown | help
E

Intrusion Detection System (ips)

Enable the Snort IDS service to detect potential security breach attempts from outside your network.
Mote that Snort does not prevent these attempts — your port forwarding and access rules are used
to allow and deny inbound access from the outside.

Intrusion Detection System:
Snort: X

Save

Produced in association with FujiTsy
express 2.0 fixes8 ui-3.6.1 @ 2000 - 2003 The SmoothWall Team
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eteccidn

connection status » '

control  about your smoothie services networking vpn logs tools maintenance
other | web proxy | firewall |
shutdown | help
2]
IDS Log Viewer
Check logs for potentially malicious attempted access to your network from outside hosts, Connections
listed here have not necessarily been blocked — use the Firewall Log Viewer to confirm blocked
access.
Settings:
Month: March - Day: 16 - | Update H Export |
Log
Date: 03/16 20:33:52 Name: MS-5QL Worm propagation attempt
Priority: 2 Type: Misc Attack
IP info: 218.25.253.18:3346 -> 82.159.47.237:1434

References: 123

Date: 03/16 21:09:16 Name:
Priority: nfa Type: nfa
IP info: 82.159.47.237:57531 -= 12.166.243.30:80

References: none found

(http_inspect) BARE BYTE UNICODE ENCODING

Date: 03/16 21:23:.09 Name: MS-5QL Worm propagation attempt
Priority: 2 Type: Misc Attack
IP info: 222.81.3351:3863 -> 82.159.47.237:1434

References: 123

Date: 03/16 21:26:12 Name: MS-SQL Worm propagation attempt
Priority: 2 Type: Misc Attack

IP info: 21B8.30.71.80:3859 -= 82.159.47.237:1434

References: 123

Date: 03/16 21:37:45 Name: MS-5QL Worm propagation attempt
Priority: 2 Type: Misc Attack

IP info: 60.191.42.142:1109 -> 82.159.47.237:1434

References: 123
Older

Newer
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connection status = .

control about your smoothie services networking vpn logs tools maintenance

| eonnections
shutdown | help
El

.ﬂtﬁ__o VPN Control

? Control and manage your WPN connections.

Global settings:

Local VPN IP: % Enabled: [

% If blank, the currently configured ethernet RED address will be used.

Manual control and status:

Name Status
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connection status = .

control about your smoothie services networking vpn logs tools maintenance
updates | modem | alcatelspeedtouch usb adslfirmware upload | passwords | | shutdown
shutdown | help =
P~ Backup
o

f Use this page to create a backup floppy disk or floppy disk image file.

Instructions on creating a backup disk or disk image:

Flease insert a blank, formatted floppy disk in the SmoothWall computer's floppy disk drivie before pressing the button to create the
backup disk. This disk should be available when reinstalling or upgrading. in order for the saved configuration to be restored. It may
take up to a minute to write the information to the floppy disk. Alternatively, you may create a floppy disk image file, which you can later
write fo a floppy disk.

Create backup floppy disk | Create backup floppy image file
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connection status » '

control  about your s moothie services networking vpn logs tools maintenance

updates | modem | alcatelspeeditouch usb adslfirmware upload | | backup | shutdown
shutdown | help |

S Change Passwords

f Change passwords for the 'admin’ and dial' management interface users. This does not affect access by 55H.

Admin user password:

Password: I Again: I Save |

Dial user password:

Password: I Again: I Save |
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connection status = -

control about your smoothie services networking vpn logs tools maintenance

| modem | alcatelspeedtouch usb adslfirmware upload | passwords | backup | shutdown

shutdown | help =

5y Updates

See the latest updates and fixes available for your SmoothWall, and an installation history of updates previously
applied.
Installed updates:
ID Title Deszcription Releaszed Inztalied
001 fixes1 update This update contains an updated kernsl to 2004-01-12 2005-05-10
version 2.4.24 to correct recently discoverad,
locally exploitable, vulnerabilities. It also
carrects known issues and a problem with
dynamic DME.
002 fixes2 update This update contains an updated kernel to 2004-02-26 2005-05-10
version 2.4.25 to correct recently discoverad,
locally exploitable vulnerabilities.
003 fixesd update This update contains an updated kernel to 2004-05-26 2005-05-10

version 2.4.26 to correct recently discoverad,
locally exploitable vulnerabilities. It also
updates Apache and OpenSS5L to cormect
several recently discovered vulnerahbilities. In
addition, it adds support for the latest
SpeedTouch modem (revision 4). It also
carrects issues with custom dyndns.org

accounts.

004 fixesd update This update contains an updated kernel to 2004-08-10 2005-05-10



miento.

local vulnerability. This update also includes
updates to Squid and TCP Dump to correct
recently discovered vulnerabilities.

007 fixes7 update This update contains an updated version of 2005-06-02 2005-08-23
the FFF (Dial Up) system and associated
programs to version 2.4.2; also included are
updates to the Intrusion Detection System
(Snort) version 2.2.0, Open35H version
3.9p1, OpenSsL 09.7e. This update includes
a kernel update to version 2.4.30.

008 fixes8 update This update contains updated versions of 2005-10-27 2006-01-18
CpenSS5H (version 3.8p1), OpenSS5L (0.9.7i),
TCPDump (3.8.3) and Apache (1.3.34). This
update also contains a kernel update to

version 2.4.32.

Available updates:
All updates installed

Install new update:

To install an update please upload the tar.gz file below:

Upload update file: Examinar... | upload |

Refresh update list |
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connection status =» .

maintenance

control about your smoothie services networking

vpn

ip information

_IP Information
+ Perform a 'whois' lookup on an ip address or domain name.

Whoeis lookup:

IP
addresses
or domain
names:

Run
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Java SSH.

ﬂ.}}ﬂ W""’ connection status » '
| *“,“. Y

i

contrel about your smoothie services networking vpn logs tools maintenance
ip information | iptools |
shutdown | help -

Secure Shell

Connect to your SmoothWall using a Java S5H applet (requires 55H to be enabled).

Secure shell:

Jawva Applet Window

55H Authorization required
55H implementation 1398 by Cedric Sourio
Adapted 1995 1o the JTA by Matthias L. Jugel

User name root

Password

Cancel| Login

Connected to bolita 222 online
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n: Java SSH.

S;i};']} = I ! connection status = .’

e

controel  about your smoothie  services networking vpn logs tools maintenance

ip information | iptools |
shutdown | help

Secure Shell

Connect to your SmoothWall using a Java 55H applet (requires S5H to be enabled).

Secure shell:

Thu HMar
hiet 15 -1rt

5

o

L

Connected 1o balita 222 online
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sarlo como host

SL estan soportados.

acil y rapida (si el hardware se deja...).

eb se facilita enormemente la administracion y

lento.

| acceso por SSH permite un control total del servidor
Smoothwall.

- Dandonos de alta en un servicio de dominio dinamico (p.e.

Dyndns) y configurando una DMZ, podemos ofrecer servicios

Web y de correo electronico en nuestra casa u oficina.

el





http://www.smootwall.org/
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